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Overview of the Presentation

Why the concept of Electronically Stored Data (ESI) has 
become vital to the security and operation of the 
enterprise.

ESI and the Information Iceberg

What we know – Corporate Data

What we sort of know – Departmental Data

What we thought we knew – Vampire Data

What we don’t know – Stealth Data 
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ESI In the News in 2007
TJX – 46,000,000-96,000,000 records stolen (depending 
on whose count you accept.

UK Tax and Customs – 25,000,000 people’s records 
lost

Dai Nippon (Japan) – Former contract worker stole 
9,000,000 confidential records. 

Fidelity national Information Services – Former 
employee steals 8,500,000 records

TD Ameritrade – Database hacked, 6,300,000 customer 
records affected.

Monster.com – Database hacked, 1,300,000 records.
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ESI In the Corporation
We have recently worked with a multi-billion dollar 
company that did a full survey to determine the 
information systems that the information technology 
department didn’t know about…

They identified more than 6,000 systems that were 
operating with little or no security management, and 
most frequently with little or no planned backup and 
recovery.

Of the 6,000 systems, about 50% contained sensitive 
personal/customer information.
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The Problem of Hidden Data
How can we know how to protect 
data if we don’t know what we store 
and where we store it?
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ESI Today
A company can live or die based on managing or 
mismanaging electronically stored information.

Corporate records, financial records has made ESI the 
memory and nervous system of the corporation.

The changes in the US Federal Rules of Civil 
Procedure that went into effect in December of 2006 
changed the game. No longer could anyone ignore ESI, 
or get away with claiming that they didn’t really 
understand it.
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ESI and the US Legal System Today
In a lawsuit, the two sides must have an early “meet 
and confer” to discuss what ESI exists, what will be 
exchanged in discovery, and in what form. 

Each side can demand to depose an expert on the 
opposing side on the details of the ESI relevant to the 
case. It has been said that in such a deposition, the 
answer “I don’t know” is unacceptable.

Failure to do these things properly can lead to serious 
sanctions by the Court, including fines, adverse 
inference instructions, and loss of the case.

So what’s so difficult?
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ESI and The Information Iceberg
Everyone understands that no matter how big an iceberg looks, 
around 80% of the mass is underwater, where you can’t clearly see it.

In clear water, you might see some features of those parts that were 
underwater but near the surface, but not the features below that.

I believe that information in the modern enterprise is very much like 
an iceberg, where a lot of the information that the company uses and 
stores is not readily visible, or even recognized.
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ESI and The Information Iceberg

The question before the group 
is:
– Where can the company’s data 
be if it is not on the central 
computer network of the 
corporation or agency?



9Ontrack® Forensics

Where is the data?
The question before the group is:
–Where can the company’s data be if it is not on the 

central computer network of the corporation or agency?
On offline backups.
On the local hard drive of PCs within the enterprise.
On external (USB) hard drives
On memory sticks.
In the hands of an outsourcer
In web-based applications (ASP applications) 
At a co-location or virtual hosting environment. 
In people’s personal data collections
Etc.
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ESI and The Information Iceberg
–Here’s the next question: If it’s corporate data, does 

relocating it make it immune from legal inquiries?
–Should a company be able to say “Sorry, we don’t have 

that data” if they knew or should have known that they 
do have it?

–That represents the potential for big problems for the 
corporation.

–The alternative to having such problems is to consider 
the problem, and to ask the right questions (whether 
you’re doing the analysis for the company or as part of 
an investigative or litigation inquiry.)

–You need to know how big that iceberg really is…
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What We Know

We typically know of data in centrally operated, 
mandated or controlled systems. These 
include accounting systems, HR systems, etc.

We also know about data that we have decided 
to send offsite (at lease we know something is 
offsite in archival storage, even if we’re not 
sure what it is, exactly.) We figure that if we 
had to, we could find out.

What else do we know?
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What We Sort of Know

We know that divisions, groups, 
subsidiaries, etc. have systems, even if 
they are not centrally managed. These 
systems may or may not be documented, 
may or may not be budgeted, but we kind 
of think that we sort of know about them. 

That’s not a great basis for managing a 
company
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What we Thought We Knew – Vampire Data

Definition: Vampire Data is information 
that a company/agency believes to be 
gone but which in reality still exists and 
can rise from the grave to bite the 
company in the neck.

Question: DO YOU BELIEVE IN VAMPIRE 
DATA – DOES IT EXIST IN YOUR 
COMPANY?
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What we Thought We Knew – Vampire Data

What if company policy says “Unless 
needed for a particular purpose, email 
will be purged 60 days after it is received 
or sent.”

How hard is it for an employee, temp or 
other person with access to email to 
create a local archive so that it’s gone 
from the server, but lives on as a file on a 
local drive or other form of storage (flash 
memory, CD/DVD, etc.)????????
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What we Thought We Knew – Vampire Data

How many of you have heard of “CYA 
Documentation”?
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What we Thought We Knew – Vampire Data

How do you search for, find and kill 
vampire data, Dr. Van Helsing?
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What we Thought We Knew – Vampire Data

Identifying the forms of vampire data.

Identifying where it hides.

Identifying tools to find it.

Example: how would you go about 
finding whether employees/contractors 
had established local .PST email 
archives in violation of policy?
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What we Don’t Know – Stealth Data
Stealth data can exist internally to a company or externally (outsourced 
or ASP model.

It can be generated by authorized or unauthorized software.

It can be the “property” of a department or an individual user. 

It can be an acknowledged part of the IT functionality of a company, or be 
an unacknowledged system paid for and run without the knowledge or 
involvement of the IT function.

It can be generated by stealth applications or by acknowledged 
applications. 

Stealth data can exist for decades. 

Consider the case in which after having assured the Court that all 
discoverable data had been searched, they found a storage area at one of 
their divisions containing more than 2000 backup tapes with potentially 
responsive data. They chose to ignore then. The judge was not amused.
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What we Don’t Know – Stealth Data
Finding stealth data requires a diligent search and both a willingness 
and the authority to ask the right questions and expect complete and 
truthful information. 

Sources of data.
Finance records
Spider Analysis
Interviews
What else?
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Getting the ESI Picture
Understanding that ESI can be acknowledged, outsourced, lost, hidden 
in web-based repositories, stored in employees homes as DVD-ROM 
disks containing PST files (or other email files) or document 
repositories is the first step.

Making sure that you have complete and consistent policies relating to 
the creation and maintenance of sensitive data and that there are 
mechanisms for enforcement of those policies can be an important part 
of getting the picture. 

Recognizing that the company has a duty to protect itself by being 
prepared to manage its ESI, and to produce it and testify about it is an 
important “moment of truth” that may be uncomfortable, but is 
necessary.



QUESTIONS? 
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